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Virtual Lab de Veeam

Una de las funciones menos aprovechadas de veeam backup son los Virtual Labs. Con los virtual
labs de Veeam no sélo podremos verificar los backups realizados, también podemos levantar una
replica de alguna de las maquinas virtuales que tengamos, hacer pruebas y verificar cambios antes
de realizarlos sobre la maquina en produccién.

Creacion del Virtual Lab

Para empezar a usar esta funcionalidad los primero que tenemos que hacer es crear un Virtual Labs
dentro de la opcion Bakup Infrastruture -»SureBackup. - Virtual Labs
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Pulsamos el boton Add Virtual Lab y se no abrird una nueva ventana
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13:45
Newvtwallob g
Mame
& Type in a name and description for this virual lab,
k&

[Virtual Lab

Host
Description:
Lt drs Created by GRECASAYadministrador at 10/08/2018 £:11,
Praxy
Mebworking
Ready to Apply

Apphying Configuration

I Mt = | Cancel

Seleccionamos el host ESXi y el datastore donde vamos a crear el laboratorio.

Definimos los parametros de la maquina virtual (proxy), que va a hacer de intermediario entre el
entorno real y las maquinas que corran en la red de los laboratorios .

La red de los laboratorios esta aislada, y el Unico punto de enlace sera a través de
esta mv proxy gque se crea
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Proxy
& Configure proxy appliance to be wsed for this virtual lab. Proey apphiance is required to enable funchonality such as avtornated
aaan | recoveryverfication and universal application item restore (U-AIR).

Marne The proosy appliance prosides Veearn Backup 1-

izalated virtual lab. Withowt proxy appliance, re - %
Hast be performed manually, through the W conse S=ttings ]
S ¥ Use prawy sppliance in thisvirusl lab (reca Praduction n e
Proey appliance Wk settings |'-J'L_DESA B .
FE e v
Metwarking Fraduction network connection ™ Obtain an P address automatically
Production network: WL_DESA i LUse the following [P address
Ready to Apply
TP address: 17219480 IP address: {112, 19 4 w0
lying Configuration
e 5 DS server 1721941 Subnet rrask: | 155 . 155 . 155 . 0
¥ Allorw prowy appliance to act as internet pro Default gateway: I 7. 19 . 4 . 1
HTTP port: 4020 a
" Obtairn DNE serseraddress autom stically
Praduction proxy: 194108, 2540
F % Use the following DNS server address
Preferred DMS server: | 172 . 19 . 4 . 1
Alternate DNS server: |
<P

Ok | Cancel |

Como a su vez quiero que las maquinas de los laboratorios puedan conectar a internet a través de
esta, marcamos la casilla Allow proxy appliance to act as internet proxy for virtual machines
in this lab y definimos los parametros de nuestro internet proxy de produccién.

W Allow proxy appliance to act as internet proxy for virtual machines in this lab

HTTP port: IEUBEI 3:

Production proxy: |192.1§3.254.2 {optional)

< Previous Mext = Finrsh Cancel
L

En el siguiente apartado definiremos los parametros de la red para los laboratorios

LCWIKI - http://wiki.intrusos.info/



Last update: 182023/01/

13:45 aplicaciones:backup:veeam:virtuallab http://wiki.intrusos.info/doku.php?id=aplicaciones:backup:veeam:virtuallab

Mew Virtual Lab E

[ Metworking
i Specify whether the wirtual machines to be run in this wirbual lab are connected to a single, or rutbple production nebworks.

FETT
Name " Basic singhe-host [automatic configuration)
Autornatic canfiguration of virtual lab netwarking, liolated network is created using parameters of
Hast nietwrark that the Veeam Backup server is located in, which is assurned to be producton nebasrk.
Recommended option for configurations wath a single production netwark,
Datastore
Pray * Advanced single-host (manual configuration)

Manuwal configuration of wirbual lab networking. Recommended for advanced scenarios, when some

_ praduction wirtual machines have dependencies on virtual machines located in different nebaarks.

Thiz option also enables access to additional networking configuration settings.
Izalated Metworks

™ Advanced multi-host [manual conflguration)

Mareal configuration of virtual lab networking that enables creation of virtual labs spanning rultbple
hasts, enabling for virtual lsbs for replicas locsted on different hoats with non-shared storage, This
option leverages Distributed Virtual Swatch (DVE) available in Enterprise Plus edition of Widkare

Ready to Apply Bt

Nebavork Settings

Seatic Mapping

.alrlr I:r'il'll ': :.II'Ir- HU ration

Distnbuted wirtwal switch: none Honse.. I
c'.F'rEI.[Rus | Mest = | Eirrisk I Cancel |

Seleccionamos la opcién Advanced single-host(manual configuration) para definir manualmente
los parametros . Definiendo la red de produccion y la red de los laboratorios

Lolated Metworks
|J_%| Specify isolated networks to be created im this virtual lab, and how they map on production networks.
[ e e

Hame Mebwark mapping:

Praduchion netwark lialated nebwork VLAN ID A
Hast Wirtusl Lab 2 WL_DESA

Edit
Datastare
Rermense

I

Provay
Mebwarking
Metwork Settings
Static Mapping
Re ady to .I:l.pp by

Applying Configuration

< Previous || Mext > & I fif§ I Cancel |

Definimos los parametros de conexién de las redes de los laboratorios con la mv proxy
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yNIC Connection Settings E3 |

% Virtual NIC

Choose isolated network to connect this wNIC to:
|Virtual Lab 2 WL_DESA (vL_DESA) |

Prozy appliance IP address in the isolated network (bypically the

sarme as gateway IP address in the corresponding production
netaork):

IPaddress: | 172 . 19 . 4 .

Mask: | %5 ., 5% ., 255 . 0

Masquerade network address for accessing wirtual machines
running in this virtual lab from production nebaork:

IF'address:I 172 | 31 | 754 |

W Enable DHCP service on this interface DME Servers

(0] Cancel

Podemos definir mapeos de direcciones ip para hacer la maquina del laboratorio accesible desde la

red de produccién.

Static Mapping

Define IP sddress mapping bebween production snd isolated networks for specific IP sddresses, Caupled with the comesponding
[aaas DHSupdates, this will provide cormvenient access to specific virtual lab Vs for scenarios such as user directed recovery.

Marne

Host

Dakastiore

Prozy
Metworking
[iolated Metworks

Mebwork Settings

Ready to Apply

Applying Configuration

Static [P address mapping makes corresponding virtual lab Yz accessible from any computer in the
production emwironment This enables implementaton of unique capabilties such as wser directed
universal applicabon itemn restore (U-AIR), developer access to previous copy of database, and other,

I™ hefine static IP address mapping

Lsolated IP Access [P | Motes

< Previous | Nq_*:::v |

Cancel
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Mew Virtual Lab E

Ready to Apply
J_TH:‘ Please revaews the sethings for correctness, and click &pply to continue,

&k ik
MNarme Mirtual lab will be created with the following parameters:
Appliance: :"I
Hast Marne: Wirtus|_Lab_Z
Pool name: Wirtual Lab 2
Datastore Folder name:  Virtual Lab 2
Production network name: WL_DESA,
Prossy P 172.19.4.80
Subnet miask: 2552552550
: Default gabewmy: 172.19.4.1
MNetaori
R Dk
prt‘ftrrtd: 1.?1'1941
Isalsted Metwarks Altsrrate:
Metwork Settings Network configuration type: advanced single-host ]:
Static Mapping Metwork options:
lsolated nebwork: Wirtual Lab 2 VL_DESA
_ Masquerade IP: 172,31.254.0
Appliance ;. 177.19.41
Lpplying Configuration DHCP: enabled
Network mapping:
Wl_DESSA - Wirtuzl Lab 2 WL _DESA

< Previous | Agply I F Cancel

Creacion del Application Group

Una vez creado el virtual lab necesitamos crear uno o varios Application Group con el tipo de
chequeo que queramos realizar. Lo normal seria crear varios grupos para verificar maquinas por
roles. Por ejemplo uno con los controladores de dominio, otro con los servidores de correo, etc.

En mi caso, como sélo quiero que la maquina arranque para hacer pruebas de instalacion de parches,
el Unico chequeo que voy a realizar es verificar que hay latido en la mv.

Pinchamos en crear un nuevo Application Group

Hame
% Typn in & nams and deieriptian farth sppliestion groep.

I.l'-.p:lx wtian Group 3

Wit Machines
Dwicriptian:

Summary prusbas de sctusheoecin de ko pil-cl'-|||

| Pt = Fimich Cancel
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Y¥erification Options

Role |Startup Options | Test Scripts | Credentials |

Select rales:

Raole |
[ DMS Server

O Dormain Controller {(Buthoritative Restore)

O Demain Contraller (Non-Authoritative Restore)

[ Global Catalog

[ Mail Server

[ SQL Server

[ Weeam Backup for Microsoft Office 365

O web Server

Startup options and test scripts will be autornatically configured

based on the roles you hawve selected. Review and adjust the
tecarmmended configuration on the corresponding tabs,

=

] 4 Cancel

erification Options .4

‘Role  Startup Options |Test Scripts | Credentials]

Memony —l%;

Amount of memory to allocate to Wi | 100 3: percent

Startup time
Maarmum allowed boot tirme: 600 = sec
Application initialization timeout: 120 = sec

Bootverification
Consider Wi to hawve successfully booted when:
v VM heartheat is present

™ VM responds to ping on any network interface

(0] 4 Cancel
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¥Yerification Dptions

‘Role | Startup Options Test Scripts |Credentials|

Specify test scripts for this Wi
Mame Argurnents | Add
Ok Cancel
Yerification Dptions

‘Role | startup Options | Test scripts  Credentials |

[
Credentials: I ) \EI Add... |

Manage accounts

2k Cancel
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Sure Backup Job

Por Ultimo, sélo faltaria crear la tarea en la que enlazaremos el Virtual Lab que hemos creado con el

Aplicattion Group. Para ello vamos a la opcién de menu SureBackup y pulsamos sobre ADD
SUREBACKUP JOB

4 b SureBackup I'_LI'I:I Cow i . : . .
e et e o An Application Group defines virtual machine (VM) dependencies by specifying the required boat arder of VMs supporti
L PP = includes a domain controller, a DNS server, and a DHCP server (unless static IP addresses are
=5 Wirtual Labs

3 All VM in the Application Group selected for a given SureBackup job are started in the specified
4 (T Managed Servers

order and remain runni
5 VMare wiphere

.-\.--'.-1 5 '-!_2-4-' CKUP JOE
== Microzoft Windows [_Irl|~f| . . .
To set up a SureBackup job, select the Application Group containing the core infrastructure services that the virtual mach
specify which backup jobs you want to use
3
Mame

wpe in a name and description for this SureBackup job.

o

ISur:B:ckupJuhE

Wirtwal Lab

Description:
Application Group

prueha de actualza :lér‘

Linked Jobs

I
Settings
ﬁ ditia Schedule
!:".' INWVENTORY o
(3L BACKUP INFRASTRUCTURE

(&5 STORAGE INFRASTRUCTURE

l”lf. TAPE INFRASTRUCTURE

i

N = AT B

Seleccionamos nuestro Virtual Lab y el Application Group que habiamos creado y marcamos la 6pcion
Keep the application group running after the job completes para que no apague la maquina
una vez comprobado el heartbeat y poder nosotros hacer las pruebas de instalacién de parches
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13:45
Mew SureBackup Job E
Application Group
c% Chaose the application group for this job and verify that all required backups are svailable,
Mame Application group:

Mo application

virtual Lab Select an Application Group to see its statistics,

_ App]icaﬂun group infa:

Linked lobs Wi Rule |_Source | Source Status |

ssthings
Sehedule

Summary

|- e the F it Hrouf nirg aFLer Lhe |

This aption enable: performing additional manual verfication, or user-directed application itern recaowvery
for virtual machines in this application group

< Previous | et » irish | Cancel |

Podemos también enlazar alguno de los Jobs que tengas creados anteriormente en Veeam. Por
ejemplo si ya tenemos creado otro SureBackup Job que comprueba alguna funcionalidad
determinada.

Edit SureBackup Job [SureBackup Job 1]

Linked Jobs
c Zelect one of rmiore jobs to link to this SureBackup job. All virtual machines from the selected backup jobs will be processed
|J_-|-[_|—| sequentially once the specified application group is initialized.

Marne I Link jobs

Virtual Lab Namne Rale Ping | Heartheat

Ad
Apphicabion Group i

Sethings

Schedule

Surmrrany

< Previous || Mt > I Finish Cancel

Especificamos los avisos
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Edit SureBackup Job [SureBackup Job 1] | x|
Settings
CE Choose DR verthcabon job sethngs.
Marme lob results
Job session results are saved in SureBackup job session history, In addition, you can configure e-mail
Virtual Lab and SNMP nobfications.
[ Send SHMP trap
I
Fip ez [¥ Send e-mail notfications to the following recipients:
Linked Jobs |
Backup file imbegrity check
Lol [T “alidate entire wirtual disk contents (detects silent data corruption)
Summany ¥ Skip validation for application group Wi

< Previous || Mexg = I Finish I Cancel
]

Si gueremos también podemos especificar una programacion para lanzar el trabajo.

Edit SureBackup Job [SureBackup Job 1]

Schedule
@E Specify scheduling iettings i you wank this SureBackup job ta run periadicslly in an sutomated fashion.

Mame [ Runthe job automatically
Virtual Lab % Daily st thistme: fa:00 = |Everyda o |
Application Group " tonthly at this I il j | i j I ™ j Marth |

[ Aftert ] nux PRI aated 4 -
Linked Jobs I'-"-I' 1 PR { o by GRECAZA nistrad /0472011 J
Settings

Walk for backup job
Surmmany

< Previous || Apphy I Fimish I Cancel |

L

Una vez creado el trabajo los podemos programar o lanzar manualmente en cualquier momento
desde el ment HOME - Jobs - SureBackup
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3 3 20 8 AL E
Backup Rephiation Backup Copy SureBackup Restore Import Failover
Job - Joh - Copy ~ Job~ Job - = Backup Plan =~
Framary Jobs Aundliary Jobs Restore
HOME TMARME T PLATFORM STATUS LAST RES. MEXT RUN APALICATION WIRTUAL LAG LIMKED JOES
-:*;’i- SureBackup Job 1 Wivhasare 95% completed <mot scheduled = Application Grow..  Virbaal Lab
4 g Jobs
12 Backup
i SureBlackup
I Backups
* Disk
4 [ Lagt 34 Hours
*}. Running (1)

En la mv del laboratorio que estamos probando, para que tenga acceso a internet hay
que especificar como proxy de salida a internet la direccién ip que le dimos a la
maquina del Virtual Lab que definimos como proxy En mi caso al ser una maquina

linux , desde consola pondria export http_proxy=http://172.19.4.80:8080

Referencias
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Contrasefa por defecto de la mv proxy
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https://aprendiendoavirtualizar.com/veeam-backup-editar-opciones-surebackup-verificar-backup
s-2a-parte/
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